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*** Start of 1st Change ***
[bookmark: _Toc75276909][bookmark: _Toc51167978][bookmark: _Toc45274721][bookmark: _Toc45274134][bookmark: _Toc45028469][bookmark: _Toc35533127][bookmark: _Toc35528366][bookmark: _Toc26875616][bookmark: _Toc19634558][bookmark: _Toc97307705]5.1	General security requirements
The Edge application architecture defined in the TS 23.558 [5xx] shall satisfy the following requirements. 
*** End of 1st Change ***

*** Start of 2nd Change ***
[bookmark: _Toc97307706]5.1.1	Authentication and Authorization.
Authentication and Authorization between Edge Enabler Client (EEC) and Edge Configuration Server (ECS): Edge Configuration Server (ECS) shall be able to provide mutual authentication with Edge Enabler Client (EEC) over EDGE-4 Interface. ECS shall determine whether EEC is authorized to access ECS's services.
Authentication and Authorization between EEC and EES: Edge Enabler Server (EES) shall provide mutual authentication with EEC over EDGE-1 Interface. EES shall determine whether EEC is authorized to access EES's services.
Authentication and Authorization between Edge Enabler Server (EES) and ECS: ECS shall provide mutual authentication with EES over EDGE-6 Interface. ECS shall determine whether EES is authorized to access ECS's services.
Authentication and Authorization between EESs: EES shall provide mutual authentication with another EES over EDGE-9 Interface. EES shall determine whether peer EES is authorized to access EES's services.
Authentication and Authorization in EES capability exposure to EAS: EES shall provide mutual authentication with EAS over EDGE-3 Interface. EES shall determine whether EAS is authorized to access EES's services and expose EEC Capabilities. The Edge application architecture shall support EASs to obtain the user's authorization to access sensitive information (e.g. user's location).
NOTE1: The corresponding security requirements defined in TS 23.558 [5] is AR-5.2.6.2-a/b/d/e/f/g. 

*** End of 2nd Change ***

*** Start of 3rd Change ***
[bookmark: _Toc97307714]6.X	Authentication and Authorization between EESs
As specified in clause 6.1, TLS is used for EDGE-9 reference point (between edge enabler servers) security. For authentication between EESs, X.509 certificates shall be used. The certificates shall follow the profile given in clause 6.1.3a of TS 33.310 [10]. The identities in the end-entity certificates shall be used for authentication and policy checks. Identities in the end-entity certificate shall be based on endpoint information (e.g., URI, FQDN, IP address) as described in TS 23.558 [5].
Authorization between EESs is based on local authorization policy.

*** End of 3rd Change ***


